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Ubuntu server first steps

Client: Generate keys

This command generate a two files with private and public keys. The public-key file will end with
.pub extention, a private key file has no extention

ssh-keygen

Public key you may share with everyone, but private key must be keep in secret.

Client: Share key (publish)

You need to share you public key with target machine (server).

Best way for Ubuntu is add public key to github ssh keys, then it will be avaidable at
github.com/<username>.keys

Server: Install Ubuntu-server

Becouse you install a server version, the common way to interact is remote control (.ssh), but you
need to create base authorization method via physical terminal. The public key made for this
purpose, but type public key by hands is takes too long, so we were publish our public key with
entire ethernet at github.com/<username>.keys

While install, select import identity and enter GitHub user name. Ubuntu will automaticaly read
public key and save it.

It's strongly recommended use only ssh-keys and disable password authentification.

Connect

For connect from client use this command to connect:

ssh -i ~/.ssh/some_server_name username@my.domain.com -p 22

where -i is identity path (private key path), where ~ -is home client user directory.



where -p is target port (default: 22)

where username - remote username (you enter while install)

where my.domain.com - ip of target machine or domain name

First connection from clinet to server must be as created user (not root).

If connection sucseeded and keys are valid, system ask you to add connection to known_hosts , type
yes.

44 In case of server system reinstall old clients may see message, thats says that
identity is changed. This problem rised becouse server keys stored on clinet
machine is old. For fix this, in Windows, go to userfolder/.ssh and edit known_hosts
. Delete lines associated with server. And try to connect again.

Root login

After install public key will be stored in ~/.ssh/authorized_keys
where ~ is user directory: /home/username .

For activate root, type this and enter password.

sudo su
Now you are login as root user and can go to /root/.ssh , this folder is already has authorized keys

file, but file is empty. This means that nobody can use ssh for login as root. For fix this you need to
copy public key from user authorized keys to root authorized keys.

You may use this: (cat is print file content, >> is redirect output to new file line).

cat /home/<username>/.ssh/authorized_keys >> /root/.ssh/authorized_keys

Now you can connet via ssh as root.



Setup after install and
connect

Extend disk space

This step may be already done while install, but if not do this:
vgdisplay
lvextend -1 +100%FREE /dev/mapper/ubuntu--vg-ubuntu--lv

resize2fs /dev/mapper/ubuntu--vg-ubuntu--lv

df -h

For laptops:

Disable machine sleep if laptop lid is closed and reboot for apply changes:

sudo sh -c 'echo "HandleLidSwitch=lock" >> /etc/systemd/logind.conf' && reboot

Change hostname

Check information about host:

hostnamectl

Change hostname:

sudo hostname new_hostname

Create users

useradd -m -s /bin/bash username



Cut maximum journal disk size

sudo journalctl --vacuum-size=100M

Nvidia

sudo apt-get purge nvidia-headless-no-dkms-535-server # Or your version
sudo apt-get install nvidia-driver-535 # Or your version
sudo reboot

nvidia-smi # Validate



Ubuntu server customization

Disable ssh login spam

Rename unnesessary files with @ at filename start at /etc/update-motd.d

cd /etc/update-motd.d && for file in *; do mv "$file" "@$file"; done # Rename all files

mv @00-header 00-header

also add neofetch as start message if you want to do next step.

cd /etc/update-motd.d && echo "neofetch" >> 00-header

Customize ssh login text

Message by SSH /etc/update-motd.d : use neofetch:

apt install neofetch -y
Add this line to /etc/update-motd.d/00-header

neofetch --config /etc/update-motd.d/config.conf --source /etc/update-motd.d/ascii_art.txt
Config example:

# See this wiki page for more info:
# https://github.com/dylanaraps/neofetch/wiki/Customizing-Info
print_info() {

info title

info "OS" distro
info "Kernel" kernel

info "Packages" packages



info "Shell" shell

#info "Resolution" resolution
info "DE" de

info "WM" wm

info "WM Theme" wm_theme
info "Theme" theme

info "lcons" icons

info "Terminal" term

info "Terminal Font" term_font
info underline

info "Host" model

info "CPU" cpu

info "GPU" gpu

info underline

info "Uptime" uptime
info "Local IP" local_ip
info "Public IP" public_ip

info "Users" users

info underline
info "Memory" memory

#info "GPU Driver" gpu_driver # Linux/macOS only

info "CPU Usage" cpu_usage

info "Disk" disk

info "Battery" battery

#info "Font" font

#info "Song" song

# [[ "$player" ]J] && prin "Music Player" "$player"

#info "Locale" locale # This only works on glibc systems.

#info cols

Colored root bash

Edit /root/.bashrc and replace similar liens to this (append -256 color)



# set a fancy prompt (non-color, unless we know we "want" color)
case "$TERM" in
xterm-color[*-256color) color_prompt=yes;;

esac

Beautiful screensaver

Screensaver for you server monitor

apt install cmatrix

cmatrix -s -b


https://github.com/abishekvashok/cmatrix

Send telegram message on
every ssh login

Add script

Create file /etc/login-notify.sh

Modify TELEGRAM_BOT _TOKEN and TELEGRAM_SEND_TO variables. Optional set EXCLUDE_USERS
for users about whom a message will not be sent.

#!/bin/sh

TELEGRAM_SEND TO=123456789
TELEGRAM_BOT_TOKEN=123456789:someLETTERS

EXCLUDE_USERS="some_excluded_user another_excluded_user"

if I echo "${EXCLUDE_USERS}" | grep -q "\<${PAM_USER}\>"; then

if [ "$PAM_TYPE" != "close_session" ]; then
SSH_KEY=$(grep "Accepted publickey" /var/log/auth.log | tail -n 1 | awk '{print $NF}")
WHERE_KEY=$(grep "found at" /var/log/auth.log | tail -n 1 | awk '{print $NF}")

KEYS_PATH=$(echo "$WHERE_KEY" | cut -d ;' -f 1)
KEYS_LINE=$(echo "$WHERE_KEY" | cut -d ":' -f 2)
KEY_LINE=$(sed -n "${KEYS_LINE}p" "$KEYS_PATH")
KEY_NAME=$(echo "$KEY_LINE" | cut-d ' ' -f 3)

MESSAGE="Server: ${PAM_USER}@ hostname” %0ALogin: ${PAM_RHOST} ${KEY NAME}"
curl -s -X POST https://api.telegram.org/bot${TELEGRAM_BOT_TOKEN}/sendMessage -d
chat_id=${TELEGRAM_SEND_TO} -d text="$MESSAGE" > /dev/null
fi
fi

Modify to make it executable

chmod +x /etc/login-notify.sh



Add script to execute for every login

Do it by modifying file /etc/pam.d/sshd , just add line to end of file by echo:

echo 'session optional pam_exec.so seteuid /etc/login-notify.sh' >> /etc/pam.d/sshd

Increase a log level

Script search for fingerprint, but doesn't know witch authorized_keys file used for auth. For get
authorized_keys file location, we need to print location to /var/log/auth.log

Increase log level:

echo 'LogLevel VERBOSE' >> /etc/ssh/sshd_config

Restart ssh for updated log level:

sudo systemctl restart ssh



Custom domain on Keenetic
router

44 MHCTpyKuna paboTaeT ecnin y Bac ecTb H6enblii CTaTUYHbINA ip-aapec 1 CBoW
NlOMeH

Check settings:

e Domain name Mmust Enabled Remote web interface connections

Setup certificate for domain

e Connect to CLI as <router_ip>/a
e Check existing domains:

ip http ssl acme list

e Add your domain name:

ip http ssl acme get <subdomain>.annndruha.space

Setup proxy for subdomain

e Check current proxy rules

show ip http proxy

e Add new proxy route
(config)>

ip http proxy <subdomain>

(config-http-proxy)>



domain static annndruha.space
upstream http 192.168.1.3 4242

allow public



Postgres database dump and
restore

B 3TO KOPOTKOW MHCTPYKLUN OMUCBbIBAETCA Kak caenaTb 63kan 6a3bl gaHHbIX PostgreSQL un
BOCCTAHOBUTb €ro (Ha Apyrom cepsepe);

Mpennonaraetcsa 4To PostgreSQL pa3BépHyTa B docker KOHTelnHepe.

Dump

I OCTOpPOXXHO, ecnun Ajasa OoKep-KoHTenHepa ¢ bl He HacTpoeH volume KOTOopbIN CoOXpaHsaeT
cocTosiHMe 6a3sbl AaHHbIX NPU Nepe3anycke KOHTEenHepa, TO eCTb WaHC NnoTepATb BCE. (Ho Haatch
OH HaCTpPOEH, MOTOMY YTO MHAYe XXUTb HENMb3S).

IOnsa Havana pobaBbTe B docker-compose.yml B pa3fgen volumes HoBbin volume 4Tobbl 661710 yaobHO
3abpaTb C cepBepa gamn 6a3bl OaHHbIX.

volumes:

- ./dumps/:/dumps/

Mpee3anyCcTnTe KOHTENHep:

docker compose down

docker compose up -d

BonanTe BHYTpPb KOHTENHEpPA C MOMOLLLbIO KOMaHAbl (BbInTK U3 KOHTenHepa: ctri+d ):

docker exec -it postgres_db bash

CpenanTte gamn Bawewn 6a3bl AaHHbIX

pg_dump database_name > dumps/db.sql

[TepeHocC

Ctapbin cepBep. Pann bygeTt co3aaH B MPUMMOHTUPOBAHHON AnpekTopun dumps . [epeHoc anna
AaMra Ha HOBbI CEPBEP MOXXHO BbIMNOJHUTL Nt06bIM ya06HbIM criocobom, scp nnm winSCP (GUI gnsa

scp).



HoBbi# cepBep. [Npogenante Te )xe eNCTBMA C docker-compose.yml A58 CO30aHUs volume un
nepesanyCcTuTe KOHTenHep. B anpekTopun psaaom ¢ docker-compose.yml A0JIKHA CO34aCTCA Nanka
dumps . NepeHecuTe hann gamna Tyna.

Restore

BoanTe BHYTpPb KOHTENHEpPA C MOMOLLbIO KOMaHAbl (BbInTK U3 KOHTenHepa: ctrl+d ):

docker exec -it postgres_db bash

TyT cywiecTByeT ABa BapuaHTa.

° BapmaHT 1. Ecnn 6a3a gaHHbIX YXNCTas, TO BbIMOJIHUTE KOMaHL4Y:

psql -d database_name < dumps/db.sq|l

e BapuaHT 2. Ecnn 6a3a faHHbIX He YMUCTas UIN Bbl CAENaNN YTO-TO He TaK 1 psql He OaéT
BOCCTaHOBUTb 13 gamna. Cambin npocTon cnocob aponHyTb 6a3sy 1 co3naTb €€ 3aHOoro.
psql -c "DROP DATABASE database_name;"

psql -c "CREATE DATABASE database_name;"

Mocne 4vero 3arpy3nTte 6a3y OaHHbLIX N3 gaMna:

psql -d database_name < dumps/db.sq|l

I'Ios,u,paBnmo, Bbl BEJIMKOJIEMHbI!



Local port forwarding

Command explanation

To forward port of remote host use the following command

ssh -L <LOCAL_PORT>:<TUNNEL_IP>:<DESTINATION_PORT> <user>@<server_ip>

-L stands for local adress because we are tunneling connection on local machine, TUNNEL_IP is
127.0.0.1

ssh -L <LOCAL_PORT>:127.0.0.1:<DESTINATION_PORT> <user>@<server_ip>

Real life example

e | have a server with ip 69.69.69.69
e | have user on a server called gnumik
e My public key is recognized by this server and | can establish ssh connection like this:

ssh gnumik@69.69.69.69
¢ | have postgresql data base running on the server on port 5432

e | want to have access to this postgre instance from my local machine using local port

5433
¢ | need to execute the following command on my local machine:

ssh -L 5433:127.0.0.1:5432 gnumik@69.69.69.69

P.S. | use arch btw



Nvidia

TBD https://habr.com/ru/companies/hostkey/articles/835058/



MoHTupoBaHMe camMbbl Ha
Ubuntu server

YT00bl MOAKAIOYNTL YAANEHHY0 Nanky Yyepe3 SMB (Bepcumn 2 u Bbilwe) K Ubuntu ¢ nomoubto
KOHCcoM Bash, BbinoNHNTe cnepytouwme waru:

1. YcTaHOBUTE HeobxoonmMbie nakeTbl

sudo apt update

sudo apt install cifs-utils

2. Co3panTte TOYKY MOHTUPOBAHUSA

Co3painTe nanky, kyaa bynet MOHTUMPOBATLCS YAAJIEHHbIN pecypc:

sudo mkdir -p /mnt/smb-share

3. NMNoaoknw4ynTe ynaseHHylo nanky

V|CI'IO)'Ib3yI7ITe KOMaHAY mount A4 NMOAKHOYEHUNA:

sudo mount -t cifs -o username=USERNAME,password=PASSWORD,vers=2.0 //SERVER_ADDRESS/SHARE_NAME

/mnt/smb-share

e USERNAME — mMM4 noJsib3oBaTesia ana goctyna Kk SMB-pecypcy.

e PASSWORD — MNapoJib NoJib30BaTeNs.

e SERVER ADDRESS — IP-agpec nan nmsa xocta SMB-cepsepa.

e SHARE_NAME — mMs obuiero pecypca Ha cepBepe.

e vers=2.0 — yKa3aHue Bepcunm NnpoTokosia SMB (MOXHO 3aMeHUTb Ha vers=3.0 , €C/u
TpebyeTcs Bepcus 3).

Ecnn Bbl XOTUTe BBECTM Naposib BPYYHYIO UM OCTaBUTb ero B 6@30MacHOCTU, He yKa3biBaliTe ero B
KoMaHfe, 1 BaM ByneT npenso)XeHo BBECTU €ro nocsie BbINoJIHEHNS KOMaHAbI.



4. [NpoBepbTe NogkK/o4YeHmne

MpoBepbTe A0CTYMN K MOHTUPOBAHHOW Manke:

Is /mnt/smb-share

5. ABTOMaTn4eckoe MOHTMpOBaHUe
(onUMoHaANBLHO)

YT106bl NOAKAOYEHME BbINOJIHAIOCH aBTOMATUYECKN npun 3arpyske CnCtemMbl:

1. OTKkponTe hann /etc/fstab ONA pefakKTUPOBaAHUS:

sudo nano /etc/fstab

2. [lobaBbTe CTPOKY:

//ISERVER_ADDRESS/SHARE_NAME /mnt/smb-share cifs
username=USERNAME,password=PASSWORD,vers=2.0 0 0

3. CoxpaHuTe hana 1 NPUMOHTUPYINTE pecypchbl:
sudo mount -a
Ecnn xoTuTe XpaHUTb Napoib OTAENbHO, Co3aanTe pann /etc/samba/credentials :

sudo nano /etc/samba/credentials

Copepxxumoe:

username=USERNAME
password=PASSWORD

3awmntuTe dann:

sudo chmod 600 /etc/samba/credentials

N obHOBUTE 3anunch B /etc/fstab :

/ISERVER_ADDRESS/SHARE_NAME /mnt/smb-share cifs credentials=/etc/samba/credentials,vers=2.0 0 0



Tenepb MOHTUpOBaHMe ByaeT npomcxoanTb 6e3onacHO N aBTOMaTUYECKN.

ABTO

YT106bI MOHTMpPOBaHNE SMB-Nanky BbIMNOJHANOCL aBTOMATUYECKWN MPU 3arpy3Ke CUCTEMBI,
BbIMOJIHUTE CefyoLlme Wwaru:

1. HacTpouka dpanna /etc/fstab

OTKponTe hann /etc/fstab ANA pefakKTUPOBaHUSA:

sudo nano /etc/fstab

HNobaBbTe CTPOKY B KOHeL, hanna:

/ISERVER_ADDRESS/SHARE_NAME /mnt/smb-share cifs

credentials=/etc/samba/credentials,vers=2.0,iocharset=utf8 0 0

PaclwungppoBKka napaMeTpoOB:

e //SERVER _ADDRESS/SHARE NAME — nyTb K SMB-pecypcy (Hanpumep, //192.168.1.10/share ).

e /mnt/smb-share — JIOKaJibHasi TO4Ka MOHTUPOBaAHUA.

e cifs — TN PanylIoBON CUCTEMBI.

e credentials=/etc/samba/credentials — MyTb K paifly C Y4€THbIMU OAHHbLIMU.

e vers=2.0 — Bepcmsa NpoTokosia SMB (MO>XHO MCMosib30BaTh vers=3.0 , €C/N cepBep
nognep>xxmsaet SMBv3).

iocharset=utf8 — KOOWPOBKA A5 KOPPEKTHOIro oTobparkeHns nMmeH annos.
00 — napaMeTpbl A1 aBTOMAaTMYE€CKOro MOHTUPOBAHUS.

2. Co3paHue panna C y4eTHbIMU
OAHHbIMM

Co3panTe chaln oNs XpaHEeHUs UMeHW NoJsib30BaTeNs U NMapos:

sudo nano /etc/samba/credentials

HNobaBbTe cnepytowime CTPOKU:



username=USERNAME
password=PASSWORD

CoxpaHuTe hann n 3aKponTe pefakTop.

3aWwmnTnTe han oT HECAaHKUMNOHNPOBAHHOIO A0CTYNa:

sudo chmod 600 /etc/samba/credentials

3. NMpoBepkKa MOHTUPOBaHUA

MNocne HaCTPOWMKK, BbIMOJIHUTE KOMaHAY:

sudo mount -a

Ecnn nanka npuMoHTUpoBanack 6e3 ownbok, HaCTpPoOMKa BbIMNOJIHEHA NPaBUILHO.

4. Nepe3arpy3sKka CUCTeMbl

I'Iepe3arpy3|/|Te KOMMbIOTEP, 4TOObI y6e,D,I/ITbCﬂ, 4YTO MNanka MOHTUPYETCHA aBTOMaTUYECKN:

sudo reboot

Mocne 3arpy3Ku NpoBepbTE COAEPIKMMOE TOYKM MOHTUPOBAHUS:

Is /mnt/smb-share

Tenepb Marnka 6y)1eT aBTOMaTU4YECKN NMOOKTIIOHYaTbCA Mpn KaXkaom 3arpyske cuctemsbl.



